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Turn your Flock cameras off

Many Colorado communities are under mass surveillance.
Constitutional rights should take precedence.

Quentin Young
September 18, 2025 11:46 am

A Flock Safety license plate-reading camera is seen at Colfax Avenue and Franklin Street in Denver
on Aug. 5, 2025. (Quentin Young/Colorado Newsline)
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The use of Flock cameras in Colorado exemplifies the dark side of government surveillance.
Proponents tout their law enforcement utility, but the outsize risk they pose to targeted residents and
their contribution to Big Brother conditions in the state far outweigh any legitimate use to which
they’re put.

Flock Safety cameras, often affixed to utility infrastructure above streets, capture images of passing
vehicles from which information, particularly license plate numbers, is documented in a sharable and
searchable database. The company has said its cameras are present in more than 5,000 communities
across the country, including 75 in Colorado. They include Colorado Springs, Boulder, Durango,
Longmont and Castle Rock.

Concerns about Flock intensified this year as the Trump administration implemented its mass
deportation policies, which unaccountable federal agents have carried out through kidnappings, the
transfer of detainees to foreign prisons and other abuses.

In April, a Bureau of Alcohol, Tobacco and Firearms agent using the Loveland Police Department’s
account conducted searches of Flock data on behalf of Immigration and Customs Enforcement. The
searches appear to have violated a state law that restricts state participation in federal immigration
enforcement.

As Newsline reported last month, data collected by Flock’s 111 cameras in Denver was accessed in
immigration-related national searches more than 1,400 times between June 2024 and April 2025.

“This is more evidence conveying the serious threat the Flock mass surveillance system poses to the
privacy and safety of not only immigrants in Denver, but across Colorado and the country,” the ACLU
Colorado said in a statement when the Denver searches were exposed through a public information
request.

Civil liberties advocates have long highlighted how government surveillance can intrude on the lives of
everyday residents and result in abuses of power. Their warnings have only become more urgent amid
recent technology advances and lawless behavior by federal agents.

The Denver City Council in May voted against renewing Flock’s contract. But Mayor Mike Johnston,
who argues the camera network is an important tool for crime-fighting, extended the contract on his
own. It expires at the end of October, and mass surveillance opponents are working to at least regulate
so-called automatic license plate readers if they persist in the city beyond that date.

In a welcome move, the city established a task force to examine transparency and other concerns that
surround the camera network. The task force includes representatives from Flock allies Johnston and
the Denver police, but it also includes civil rights champions such as Denver City Council member
Sarah Parady, an outspoken Flock critic. Parady has noted that the potential for misuse of Flock data
goes well beyond immigration enforcement.

“Everyone is very rightfully focused on deportations, because we are seeing a crackdown, the likes
which we’ve never seen,” Parady told Newsline last month. “But there are all kinds of ways that you
can abuse surveillance data.”
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Debate over the cameras comes as law enforcement agencies across the country increasingly rely on
sophisticated technology to conduct omnipresent and warrantless surveillance. The practice erodes
privacy protections and makes everyone, even the most law-abiding residents, vulnerable to repression.

A guest essay by a former public defender published by The New York Times this week paints a
dystopian picture of New York City. Called “N.Y.P.D. Is Teaching America How to Track Everyone
Every Day Forever,” the piece raises alarms about agencies around the country following New York’s
lead as its police department goes about “building vast, hidden repositories of data it collects on
everyone in the city, with no clear boundaries on how it can be used.” Using cameras, license plate
readers, social media analysis and numerous other surveillance tools, the department knows “where
you have been, whom you have interacted with and what you have said, thought and believed.”

Civil liberties advocates have long highlighted how government surveillance can intrude on the lives of
everyday residents and result in abuses of power. Their warnings have only become more urgent amid
recent technology advances and lawless behavior by federal agents.

Anaya Robinson, public policy director of ACLU Colorado, sees Denver’s Flock cameras as part of the
larger network of national surveillance, which increasingly appears to violate Fourth Amendment
protections and the Supreme Court-affirmed right to privacy in America.

“This surveillance really not only erodes that right to our privacy, but it also chills the use of our rights
in a First Amendment context. It’s also able to surveil and look at what protests we’re going to, what
religious institutions we are attending, what kinds of bars and stores we patronize,” Robinson said,
adding, “Just because it makes it easier to potentially solve crime doesn’t mean that we should be
eroding constitutional protections. What we should be doing is investing the money that we are
spending on these surveillance technologies into programs and services that have proven time and time
again to decrease crime rates rather than increase our ability to respond when crime occurs.”

The ACLU has a seat on the Denver task force, and Robinson said the organization wants to see the
city establish legal guardrails if it continues to operate automatic license plate readers. But in no case
should Denver continue using Flock cameras, Robinson said. Flock’s national database, allowing law
enforcement anywhere in the country to surveil anyone anywhere in the country, poses particular and
intolerable dangers.

While the ACLU is helping to craft regulations with the task force, it maintains its position that
Johnston should immediately cease use of the Flock network. That advice should be heeded by every
city in Colorado that operates Flock cameras. If they value their residents’ fundamental rights, if they
want to avoid chilling free speech and association, if they want to uphold the freedoms that the country
was founded on, they would turn their cameras off right now.
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Evanston shuts down license plate cameras,
terminates contract with Flock Safety

The City of Evanston has shut down its network of automated license plate readers and will end its
contract with vendor Flock Safety early after a state audit found the company was illegally sharing
Illinois data with federal agencies.

A city news release issued Tuesday evening says that all 19 cameras operated by the city are
“deactivated,” and that the city issued a notice to terminate its contract effective Sept. 26. The decision
is attributed to the findings of a system audit ordered by Illinois Secretary of State Alexi Giannoulias,
which were announced Monday afternoon.

“The findings of the Illinois Secretary of State’s audit,” the city’s statement reads, “combined with
Flock’s admission that it failed to establish distinct permissions and protocols to ensure local
compliance while running a pilot program with federal users, are deeply troubling.”

Giannoulias ordered the audit in late June after technology news outlet 404 Media reported that out-
of-state police had searched cameras in Illinois cities for use in immigration enforcement. The
RoundTable reported shortly after that several non-Illinois agencies that Evanston shared data with had
made immigration-related searches, meaning Evanston’s cameras could have been searched as well.
Police Chief Schenita Stewart soon implemented new restrictions, including cutting off all non-Illinois
agencies from accessing Evanston’s camera data.

A Monday news release from Giannoulias’ office says the audit revealed Flock “allowed U.S.
Customs and Border Protection to access Illinois license plate cameras on Illinois roads and surveil
drivers.” This was through a “pilot program” with federal agencies that “Flock leadership was unaware
of,” and Giannoulias charges it violated a state law that took effect in 2024, which prohibits sharing
plate reader data for investigations concerning reproductive health care or immigration.

“The reality is that we are dealing with powerful surveillance technology, and it has been abused,
which is extremely troubling, especially as it violates the law,” Giannoulias said in an accompanying
video. “We will not tolerate any violations to our data sharing and privacy laws.”

Evanston first contracted with Flock for 10 devices in December 2022, which was invoiced for
$24,999.90 in January 2023. Two months later, in March the city paid an additional $24,996 for the
remaining eight license plate readers, a mobile “Flex” unit and implementation fees. Most of the
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stationary cameras are placed along the city’s borders with Chicago and Skokie, tracking vehicles as
they enter and exit the city.

Flock CEO Garrett Langley released a statement for the company on Monday titled “Ensuring I.ocal
Compliance,” where he writes that “some of our public statements inadvertently provided inaccurate
information” about the company’s relationship with federal law enforcement, confirming that there
were “limited pilots” with agencies under the U.S. Department of Homeland Security focused on
“combatting human trafficking and fentanyl distribution.”

“We clearly communicated poorly. We also didn’t create distinct permissions and protocols in the Flock
system to ensure local compliance for federal agency users,” Langley wrote. “As of last week, all
ongoing federal pilots have been paused.”

Evanston Mayor Daniel Biss, who does not direct administrative decisions for EPD but has publicly
voiced concern about Flock in the past, supported the termination in a text sent Tuesday evening.

“Keeping Evanston safe means keeping Evanstonians’ data safe, which is why we’ve passed some of
the strongest health and immigration data protections in the nation,” Biss wrote. “This vendor has
failed to follow state and local data protection laws. With constant attacks from the federal government
and other far-right actors, we will not sit idly by while our people’s data is shared inappropriately.”

Alex HarrisonReporter

Alex Harrison reports on local government, public safety, housing and homelessness, town-gown
relations and more for the RoundTable. He graduated from Northwestern University's Medill School of
Journalism.
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August 26, 2025
VIA EMAIL (Michael.hutton@flocksafety.com)

Mike Hutton

Flock Group Inc.

1170 Howell Mill Rd, Suite 210
Atlanta, GA 30318
michael.hutton@flocksafety.com

Re: Termination of Contract

Dear Mr. Hutton:

This correspondence serves as formal notice that the City of Evanston is exercising its
right to terminate the contract, effective thirty (30) days from today, pursuant to Sections
7.2 and 11.1 of the Terms and Conditions.

As documented in the Illinois Secretary of State’s investigation, Flock has committed a
clear and serious violation of both Illinois state law and Evanston municipal code.
Specifically, Flock unlawfully made data collected within Evanston and the State of Illinois
available to federal agencies—an act that is in direct breach of the Terms and Conditions

of our agreement. This is not a procedural error; it is an intentional and unauthorized
disclosure of protected data.

Accordingly, this contract will be terminated effective September 26, 2025. Flock is
hereby instructed to begin immediate removal of all installed camera equipment in
accordance with the agreement. This removal must be completed before the termination
date.

Let it be absolutely clear: this breach is material, intentional, and cannot be cured. The
City will not entertain remediation efforts or renegotiation. Flock’s actions represent a
fundamental violation of public trust and legal obligations, and any further unauthorized
activity related to data sharing will be treated as a continuing violation subject to legal
consequences.

All future communications regarding outstanding invoices, termination logistics, or any
matter related to this contract must be directed solely to my attention at the email provided
above.

The City expects full and immediate compliance.

Sincerely,

/s/ Alexandra B. Ruggie
Alexandra B. Ruggie
Corporation Counsel

Cc: Luke Stowe, City Manager (via email)
Shenita Stewart, Chief of Police (via email)
Thomas Giese, Police Sergeant (via email)



Flock’s Aggressive Expansions Go Far Beyond
Simple Driver Surveillance

Build it (an authoritarian tracking infrastructure) and they (expanded uses) will come

Jay Stanley,
Senior Policy Analyst,

ACLU Speech, Privacy, and Technology Project
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The cloud Automatic License Plate Reader (ALPR or LPR) company Flock is building a dangerous
nationwide mass-surveillance infrastructure, as we have been pointing out for several years now. The
problem with mass surveillance is that it always expands beyond the uses for which it is initially
justified — and sure enough, Flock’s system is undergoing insidious expansion across multiple
dimensions. If your community adopts this technology, you need to know it’s doing more than just
recording what car is driving where and at what time. It’s worth stepping back and looking at an
overview of what’s going on.

The company’s surveillance data is being used by ICE.
First, as has received wide attention, this system is being used by ICE to help carry out the Trump
Administration’s abusive removal program.

Flock sells their cloud-connected cameras to police departments and private customers across the
nation, pulls the license plate readings they collect into their own servers, and allows police to do
nationwide searches of the resulting database, giving even the smallest-town police chief access to an
enormously powerful driver-surveillance tool. The tech news outlet 404Media obtained records of
nationwide searches which include a field in which officers list the purpose of their search. These
records revealed that many of the searches were carried out by local officers on behalf of ICE for
immigration purposes, including its notorious Enforcement and Removal Operations division. Emails
from police departments in Oregon also shed light on how local police are providing informal
assistance to ICE.

It’s safe to say that even many who support the use of ALPR programs by their local police to catch
local criminals do not support funneling the data that is collected to the Trump Administration and
those carrying out its abusive and often unlawful immigration program.

A search for a recipient of an illegal abortion

The same kinds of police department logs that revealed ICE’s access to Flock’s dragnet also revealed
that a police officer in Texas used the system to search nationwide for a woman who’d had a self-
administered abortion — illegal in the state. An abortion rights group told 404Media that, based on
calls to their hotline, already “there is an overwhelming fear” among women that they’re “being
watched and tracked by the state” — and such reports are hardly going to help. This mass surveillance
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tool is creating fear among those targeted by immigration, anti-abortion, and other regressive actions,
but eventually everyone will become aware that their movements are being tracked. That’s no way to
live in a democratic society.

Plugging in to data brokers

Meanwhile, as police around the nation expand their uses of this surveillance machinery, Flock is
expanding the power of the system itself. For example, the company is planning to plug its systems into
commercial data brokers that offer services such as “people lookup.” Flock has long claimed that their
LPRs don’t collect personally identifiable information, as if license plates can’t easily be connected to
specific people. That claim was always bogus, but with their new product they make that falsity
explicit, boasting that the new product will let police “jump from LPR to person.”

In the 1970s, after some government agencies were found to be building dossiers on people who aren’t
suspected of involvement in crime like the East German Stasi, Congress enacted the Privacy Act
banning agencies from such recordkeeping. Yet the ethically shady and frequently inaccurate data
broker industry does basically the same thing, and when law enforcement becomes a customer of those
data brokers, it represents an end-run around the law. By tying its LPR data together with data brokers,
Flock is effectively automating and scaling the end run around our checks and balances that law
enforcement data broker purchases represent. (A proposal called the Fourth Amendment is Not For Sale
Act that would ban this was passed by the U.S. House in 2024, but got blocked in the Senate.)

From still to video, and with Al

In another major expansion, Flock is turning its plate readers into surveillance cameras. The company
has announced that police departments will soon be able to obtain not just still photos from ALPR
cameras, but also video, with the ability to request live feeds or 15-second clips of cars passing by the
cameras. And Flock is using Al to let law enforcement search through that data using natural language
searches. The company uses the example of searching for “landscaping trailer with a ladder,” but we
have to assume searches could encompass descriptions of anything captured by one of their cameras,
including vehicle occupants and bystanders.

We recently wrote about how generative Al is turbo-charging video search and surveillance, and this is
an example of the trend. Imagine that a police officer stood on your street writing detailed notes about
you every time you drove or walked by them. All the details about what your car looks like (make,
model, color, distinguishing characteristics, bumper stickers, etc.), as well as details about visible
occupants and pedestrians — how many, at what time, their activities, demographic data, what they are
wearing, attributes they may have such as a beard, hat, tattoo, or t-shirt, and what that hat, t-shirt, or
tattoo might say. Now imagine that there is an army of police officers doing this on every block.

This is the surveillance world that Flock is building.

Creating an infrastructure for corporate blacklisting and surveillance
In June, Flock also announced the launch of a “Flock Business Network,” a “collaborative hub
designed to help private sector organizations work together to solve and prevent crime.”

This will sound ominous to anyone familiar with the very long history of private companies and
government agencies working together to create watch lists, blacklists, and databases about people in
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the United States. In the heyday of the labor movement (and perhaps today), organizers were
commonly put on blacklists as “troublemakers,” and could have trouble getting a job as their name was
shared among employers. During the civil rights, antiwar, and other social justice movements of the
20th century, there were a number of private databases created by shady collections of right-wing
vigilantes and super-patriots who took it upon themselves to compile dossiers on activists they
disagreed with. These private databases, such as the San Diego Research Library and the Western
Goals Foundation, were shared with police and government security agencies and took on quasi-official
roles in the efforts of police “intelligence” arms to combat those progressive movements, while
remaining outside the normal checks and balances of government.

Today, face recognition technology threatens to make these lists easier than ever to create and
administer — and so does license plate surveillance. In its announcement, Flock boasted that its service
would allow companies to “add vehicles to Flock Hotlists... so any user subscribed to that Hotlist is
alerted the next time that vehicle is detected by a Flock LPR,” giving the private sector “the power of a
shared network to identify threats.” Elsewhere Flock says, “By sharing insights and intelligence,
companies can identify patterns, suspects, and criminal networks that might not be apparent to a single
security team.”

Investigating criminals should be the job of law enforcement, not big companies that have strong
incentives to use these infrastructures against labor activists, disfavored customers, and others — to use
them not for crime, but to protect the bottom line.

Generating suspicion

Finally, as I recently wrote about, Flock has also introduced Al analytics products that shift the
company from providing tools for officials to use in investigating suspicion to generating suspicion.
Because the company funnels plate reads from customers across the nation into its own centralized
database, it is able to run analytics on that dataset. One such analysis service that it has begun selling is
an attempt to identity “large-scale criminal activities” by scanning the movement patterns of all
vehicles contained in their dataset to try to identify and alert law enforcement to those that their
algorithm decides are “suspect.”

Overall, this explosion of new uses is what happens when you build an authoritarian tracking
infrastructure — it expands in more and more ways. State legislatures and local governments around
the nation need to enact strong, meaningful protections of our privacy and way of life against this kind
of Al surveillance machinery.
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Lawsuit: City cameras
make it impossible to

drive anywhere
without being tracked

ays 4th Amendment lawsuit

Police use of automated license-plate reader cameras is being challenged in a lawsuit alleging that the
cameras enable warrantless surveillance in violation of the Fourth Amendment. The city of Norfolk,
Virginia, was sued yesterday by plaintiffs represented by the Institute for Justice, a nonprofit public-
interest law firm.

Norfolk, a city with about 238,000 residents, "has installed a network of cameras that make it
functionally impossible for people to drive anywhere without having their movements tracked,
photographed, and stored in an Al-assisted database that enables the warrantless surveillance of their
every move. This civil rights lawsuit seeks to end this dragnet surveillance program," said the
complaint filed in US District Court for the Eastern District of Virginia.

Like many other cities, Norfolk uses cameras made by the company Flock Safety. A 404 Media article
said Institute for Justice lawyer Robert Frommer "told 404 Media that the lawsuit could have easily
been filed in any of the more than 5,000 communities where Flock is active, but that Norfolk made
sense because the Fourth Circuit of Appeals—which Norfolk is part of—recently held that persistent,
warrantless drone surveillance in Baltimore is unconstitutional under the Fourth Amendment in a case
called Beautiful Struggle v Baltimore Police Department."

The Norfolk lawsuit seeks a declaration "that Defendants' policies and customs described in this
Complaint are unlawful and violate the Fourth Amendment," and a permanent injunction prohibiting
the city from operating the Flock cameras. They also want an order requiring the city "to delete all
images, records, and other data generated by the Flock Cameras."

If the use of Flock cameras does continue, the lawsuit aims to require that officers obtain a warrant
based on probable cause before using the cameras to collect images and before accessing any images.

Flock: Case law supports license plate readers

Flock Safety is not a defendant in the case, but the company disputed the legal claims in a statement
provided to Ars today. "Fourth Amendment case law overwhelmingly shows that license plate readers


https://ij.org/about-us/
https://harvardlawreview.org/print/vol-135/leaders-of-a-beautiful-struggle-v-baltimore-police-department/?ref=404media.co
https://www.404media.co/lawsuit-argues-warrantless-use-of-flock-surveillance-cameras-is-unconstitutional/
https://storage.courtlistener.com/recap/gov.uscourts.vaed.562101/gov.uscourts.vaed.562101.1.0.pdf

do not constitute a warrantless search because they take photos of cars in public and cannot
continuously track the movements of any individual," Flock Safety said.

The warrantless drone surveillance case cited in the lawsuit was decided in November 2020 by the US
Court of Appeals for the 4th Circuit. The appeals court "struck down an aerial surveillance program
precisely because it created record of where everyone in the city of Baltimore had gone over the past 45
days," the lawsuit against Norfolk said. "Norfolk is trying to accomplish from the ground what the
Fourth Circuit has already held a city could not do from the air."

The plaintiffs are Norfolk resident Lee Schmidt and Portsmouth resident Crystal Arrington, who both
frequently drive through areas monitored by the cameras. They sued the city, the Norfolk police
department, and Police Chief Mark Talbot.

The city contracted with Flock Safety "to blanket Norfolk with 172 advanced automatic license plate
reader cameras... Every passing car is captured, and its license plate and other features are analyzed
using proprietary machine learning programs, like Flock's "Vehicle Fingerprint.™

The lawsuit said that "Flock also offers its customers the ability to pool their data into a centralized
database," giving police departments access to over 1 billion license plate reads in 5,000 communities
every month. "Flock thus gives police departments the ability to track drivers not just within their own
jurisdiction, but potentially across the entire nation," the lawsuit said.

“Crystal finds all of this deeply intrusive”

Schmidt, a 42-year-old who recently retired from the Navy after 21 years, passes Flock cameras when
he leaves his neighborhood and at many other points in town, the lawsuit said. Police officers can
"follow Lee's movements throughout the City, and even throughout other jurisdictions that let Flock
pool their data," the lawsuit said.

Arrington, a certified nursing assistant with many elderly clients in Norfolk, "makes frequent trips to
Norfolk to take her clients to doctors' offices and other appointments," the lawsuit said. Flock cameras
may capture images of her car in Norfolk and when she returns home to Portsmouth, which is also a
Flock customer.

"Crystal finds all of this deeply intrusive... Crystal worries about how the Flock Cameras are eroding
not just her privacy, but her clients' privacy, too," the complaint said.

In a press release, the Institute for Justice claimed that "Norfolk has created a dragnet that allows the
government to monitor everyone's day-to-day movements without a warrant or probable cause. This
type of mass surveillance is a blatant violation of the Fourth Amendment."

The group says that Flock's cameras aren't like "traditional traffic cameras... [which] capture an image
only when they sense speeding or someone running a red light." Instead, Flock's system captures
images of every car and retains the images for at least 30 days, the group said.

"It's no surprise that surveillance systems like Norfolk's have been repeatedly abused," the group said.
"In Kansas, officials were caught using Flock to stalk their exes, including one police chief who used
Flock 228 times over four months to track his ex-girlfriend and her new boyfriend's vehicles. In
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California, several police departments violated California law by sharing data from their license plate
reader database with other departments across the country."”

Flock’s Vehicle Fingerprint tech

Flock's Vehicle Fingerprint technology "includes the color and make of the car and any distinctive
features, like a bumper sticker or roof rack" and makes those details searchable in the database, the
lawsuit said. The complaint describes how officers can use the Flock technology:

All of that surveillance creates a detailed record of where every driver in Norfolk has gone.
Anyone with access to the database can go back in time and see where a car was on any
given day. And they can track its movements across at least the past 30 days, creating a
detailed map of the driver's movements. Indeed, the City's police chief has boasted that "it
would be difficult to drive anywhere of any distance without running into a camera
somewhere." In Norfolk, no one can escape the government's 172 unblinking eyes. And the
City's dragnet is only expanding: On September 24, 2024, the Chief of Police announced
plans to acquire 65 more cameras in the future.

The cameras make this surveillance not just possible, but easy. Flock provides advanced
search and artificial intelligence functions. The sort of tracking that would have taken days
of effort, multiple officers, and significant resources just a decade ago now takes just a few
mouse clicks. City officers can output a list of locations a car has been seen, create lists of
cars that visited specific locations, and even track cars that are often seen together.

In its statement today, Flock said that "appellate and federal district courts in at least fourteen states
have upheld the use of evidence from license plate readers as constitutional without requiring a
warrant, as well as the 9th and 11th circuits."

Flock cited several Virginia rulings, including one earlier this month in which a federal judge wrote,
"There is simply no expectation of privacy in the exterior of one's vehicle, or while driving it on public
thoroughfares.” The ruling denied a motion to suppress evidence derived from the Flock camera
system.

"License plates are issued by the government for the express purpose of identifying vehicles in public
places for safety reasons," Flock said in its statement to Ars. "Courts have consistently found that there
is no reasonable expectation of privacy in a license plate on a vehicle on a public road, and
photographing one is not a Fourth Amendment search."”

Lawsuit: “No meaningful restrictions” on camera use

The lawsuit against Norfolk alleges that the city's use of Flock cameras "violates a subjective
expectation of privacy that society recognizes as reasonable."”

The plaintiffs have a reasonable expectation that "neither an ordinary person nor the NPD could create
a long-term record of their movements throughout the City and other Flock jurisdictions," the lawsuit
said. "They do not expect, for instance, that a group of people or even officers would post themselves at
various points throughout the City—day and night—to catalogue every time they and everyone else
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drove past. Nor do they expect that the police or anyone else would have the capability to reconstruct
their movements over the past 30 days or more."

The lawsuit alleges that there are "no meaningful restrictions on City officers' access to this
information. Officers need only watch Flock's orientation video and create login credentials to get
access," and the officers "can search the database whenever they want for whatever they want" with
"no need to seek advance approval."

"All of this is done without a warrant. No officer ever has to establish probable cause, swear to the facts
in a warrant application, and await the approval of a neutral judge," the lawsuit said.

City: Cameras “enhance citizen safety”

The lawsuit said that while photos and vehicle details are saved for 30 days by default, officers can
keep the photos and information longer if they download them during the 30-day window.

"Worse still, Flock maintains a centralized database with over one billion license plate reads every
month," the complaint said. "So, even after a driver leaves the City, officers can potentially keep
following them in the more than 5,000 communities where Flock currently has cameras. Likewise, any
person with access to Flock's centralized database can access the City's information, potentially without
the City even knowing about it. Ominously, the City's police chief has said this 'creates a nice curtain of
technology' for the City and surrounding area."”

We contacted the city of Norfolk's communications department and the police department today. A
police spokesperson said all questions about the lawsuit must be sent to the city communications
department. The city declined comment on the lawsuit but defended the use of Flock cameras.

"While the City of Norfolk cannot comment on pending litigation, the City's intent in implementing the
use of Flock cameras (which are automatic license plate readers) is to enhance citizen safety while also
protecting citizen privacy," a Norfolk city spokesperson said.
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Fast-Growing Company Flock is Building a
New Al-Driven Mass-Surveillance System

By Jay Stanley
March 3, 2022

A new and rapidly growing surveillance company called Flock Safety is building a form of mass
surveillance unlike any seen before in American life. The company has so far focused on selling
automatic license plate recognition (ALPR) cameras to homeowner associations and other
private parties, as well as to police departments. But it has done so through a business model that
effectively enlists its customers into a giant centralized government surveillance network — and
the company is aiming to expand its offerings beyond ALPR to traditional video surveillance,
while also expanding its Al machine vision capabilities.

In this paper, we look at this company’s products, business model, and future aims, and how
those embody some of the more worrisome trends in surveillance technology today. Flock is not
the only company engaging in mass collection of ALPR data; Motorola Solutions and the
company it acquired, Vigilant Solutions, also run a giant nationwide ALPR database, and have
recently made a bid to compete with Flock’s strategy. But we focus here on Flock because it is a
new, up-and-coming company that industry analysts say is poised for major expansion both
geographically and in the kinds of technology it provides.

A public/private license-scanning network

A startup founded in 2017, Flock has grown rapidly, riding two major trends in the security
camera industry: a move to cloud services, and video analytics. The company recently attracted
$300 million in venture capital investments, which industry analysts say is “unparalleled in the
video surveillance industry” and will put the company “in a position to expand aggressively over
the next few years.” The company makes grandiose claims about its mission, which it says is to
“eliminate nonviolent crime across the United States.”
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Flock says its fixed cameras have been installed in 1,400 cities across the U.S. and photograph
more than a billion vehicles every month, and its ambition is to expand to “every single city in
America.” Flock also has a partnership with the body camera company Axon to provide mobile
ALPR devices for police vehicles. Flock’s cameras allow private customers like homeowner
associations as well as police customers to create a record of the comings and goings of every
vehicle that passes in front of the cameras. But the service goes well beyond that; it feeds that
data into a centralized database run by Flock. As the company tells police:

If you know the specific license plate in question, use FlockOS to get a detailed report of
the suspect vehicle’s history over a given timeframe.

Use FlockOS’s local and national search network to find the suspect vehicle across state
lines, including up to 1 billion monthly plate reads. All this is included, for FREE, for any
Flock Safety customer.

Flock not only allows private camera owners to create their own “hot lists” that will generate
alarms when listed plates are spotted, but also runs all plates against state police watchlists and
the FBI’s primary criminal database, the National Crime Information Center (NCIC). When a
camera scores a hit against one of those databases, law enforcement receives an immediate
notification. As Flock CEO Garrett Langley explained in 2020:

We have a partnership through the FBI that we monitor all of the cameras for about a
quarter of a million vehicles that are known wanted — either stolen, it’s a warrant, it’s an
amber alert. And so at any given time — about 20 times an hour — we will notify local
authorities. ... In January we reported just over 67,000 wanted vehicles across the
country.

This giant surveillance network might also be used by immigration authorities to deport people,
as is Motorola’s private ALPR database. Asked by Vice News whether Flock could be used for
such purposes, Langley said, “Yes, if it was legal in a state, we would not be in a position to stop
them,” adding, “We give our customers the tools to decide and let them go from there.”

All of this means that those who purchase Flock cameras are effectively buying and installing
surveillance devices not just for themselves, but for the authorities as well, adding their cameras
to a nationwide network searchable by the police. The closest thing to this model we have seen
before is the doorbell camera company Ring, which also raises many troubling issues. But Flock
is working (and enlisting its customers to work) directly as an agent of law enforcement even
more than Ring. It says it is “working with” over 700 law enforcement agencies and, according
to Langley,

At the end of the day, we view the police department as our actual end-user. They’re the
only ones that can make an arrest. So neighborhoods, apartment complexes, motels,
hotels, malls, hospitals — they might pay for the camera, but more often than not the
only ones that are actually looking at it are the police. ... Most of our software is actually
running in the patrol vehicles. So if there’s a crime, or there’s a stolen car that drives by,
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we’re notifying the nearest officer, typically within a few seconds from when that
happens, and they can turn on the blue lights and go get ‘em.

As with Ring, police departments appear to be coordinating with Flock in ways that are
unseemly for agencies serving the public. Vice reported that it obtained emails showing that
“Flock works closely with police to try and generate positive media coverage, improve their PR
strategy, and ... ‘bring more private cameras into the area.””” Flock has also helped write police
press releases, Vice found, and officers appear in Flock promotional videos. Emails obtained by
the video surveillance industry research group IPVM show local Texas police referring
homeowners associations and other neighborhood groups to Flock, advocating for the company
at community meetings, providing the company with neighborhood contact lists, and introducing
other police chiefs to company sales managers. In 2020, Langley told a police audience,

When you partner with Flock ... you’re also getting a new ability to do public outreach.
... Every single day we’re working with our chiefs and their command staff to host
community events, to build awareness, and more importantly, build a common trust and
relationship between your constituents and the police department. And the end result is
more cameras at no cost to you.

The company has run into trouble for pushing police departments to embrace its technology
without getting the approval of the communities those departments serve. It has also created
conflict in some communities where its cameras have been proposed or adopted, and sparked
well-founded concerns that the technology might have a disproportionate effect on communities
of color and other vulnerable communities.

Centralization of data

When a neighborhood association buys a Flock camera, it is basically contributing a piece of
equipment to a new nationwide law enforcement surveillance infrastructure that, as Slate put it,
means even “small-town police departments can suddenly afford to conduct surveillance at a
massive scale.”

Flock can gather the information captured by its cameras around the country into its own
centralized database because it is a cloud-based service provider rather than a mere seller of
hardware. That database is available to more than 500 U.S. police departments. As a business
matter, this allows the company to benefit from self-reinforcing network effects. But if Flock
cameras become as widespread and densely placed as the company hopes, law enforcement will
gain the ability to know the detailed movements of virtually any vehicle for as far into the past as
that data is held. That would create enormous risks of privacy violations and other abuses and
would have significant legal implications as well.

And the risk of abuse by government is all too real. Unfortunately, this country has a long
tradition, extending up to the present, of law enforcement targeting people not because they’re
suspected of criminal activity but because of their political or religious beliefs or race. That
includes quasi-private surveillance. There are also many documented instances of individual
officers abusing police databases, including ALPR databases.
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We have long had concerns about the dangers posed by hybrid public-private surveillance
practices — but Flock threatens to take that to a new level. In the past we have noted that
distributed private surveillance cameras are less of a threat to civil liberties than centralized
surveillance networks — but also warned that if all those private cameras were connected to a
cloud, the effect would be to re-centralize them. By pulling all the data recorded by its customers
— including its police customers — into its own centralized servers, Flock not only creates an
enormously powerful private-public machine sweeping up data on Americans’ activities, but puts
itself at that machine’s center. It’s bad enough when law enforcement engages in such mass
surveillance, but to have such data flowing through a private company creates an additional set
of incentives for abuse.

For one thing, there are no checks and balances on the use of this database. The lack of proper
checks on the behavior of law enforcement is well established — and studies suggest improper
use of ALPR in particular may be widespread. Nor are there adequate checks on Flock. The
company says it only keeps ALPR data for 30 days, but no laws require them to honor that
promise. The company controls an enormous data set that could probably be monetized in
various ways — and while the company is growing fast now, boom times never last forever.
What will future managers do if the company hits tough times, the spotlight has moved on from
their controversial role, and they’re tempted to reach for revenue they’re flushing out of their
database every 30 days? How might they use their tool against competitors, or against workers,
say, if they find themselves fighting a union battle?

We’ve already had a glimpse of what can go wrong with cloud surveillance providers in the case
of the company Verkada, which was hacked and found to be secretly tapping into its customers’
cameras. Indeed, think what present or future leaders or employees at Flock could do with that
power — or what they could be pressured or forced into doing by unscrupulous government
officials. We know that Ring gave workers access to every Ring camera in the world, together
with customer details. Other companies offering cloud services have also run into controversy
from granting such access, including Google, Microsoft, Apple, and Facebook. Those companies
accessed people’s data to improve their Al models, which are always hungry for real-world data.
Flock likewise says that its cloud architecture “allows us to continue to improve the software and
deploy enhancements out to our cameras in real-time.”

Of course, the authorities and the company are not the only possible sources of abuse; there are
plenty of reasons to worry about nosy homeowner association board members and the like using
this tool to snoop on the comings and goings of their neighbors (and their neighbors’ friends,
family, lovers, etc.). Neighborhood administrators are not subject to even such training and
oversight as is applied to the police, and don’t generally know how to impose access restrictions,
if they even think of doing so.

It is true that all vehicles are required to display license plates, and in our past work on ALPRs
we have written that license plate readers would pose few civil liberties risks if they only
checked plates against legitimate hot lists and these hot lists were implemented soundly. But we
also noted that a proliferation of cameras and widespread sharing allow for the creation of
intrusive records of our comings and goings, create chilling effects, and open the door to abusive
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tracking. And the scale of what Flock is doing goes far beyond what was contemplated when
ALPRs first arrived on the scene.

Accuracy problems

ALPR is also bedeviled by accuracy problems. In tests, IPVM found that Flock’s ALPR worked
well overall compared to other products — but nothing is perfect, and even a low error rate can
produce tragic consequences given the scale of Flock’s operations. In particular, IPVM found
that Flock’s system misidentified a license plate’s state about 10 percent of the time. Given that
state misidentification errors have led to innocent people being terrorized by the police as
presumed dangerous criminals, that is a real problem.

The FBI’s NCIC database that Flock checks plates against is notoriously inaccurate, and people
have been badly harmed by inaccuracies in that database, including through ALPR cameras.
Federal law requires that government agencies maintain records used to make “any
determination about any individual” with “such accuracy, relevance, timeliness, and
completeness as is reasonably necessary to assure fairness to the individual in the
determination.” That doesn’t seem like too much to ask — but when it comes to its NCIC
database, the FBI felt compelled to exempt itself from that law.

One detective also told colleagues on LinkedIn that “today we almost did a felony stop on a
stolen vehicle that wasn’t actually stolen,” and reminded them that when dealing with stolen cars
they must “remember to remove the vehicle if it’s recovered.” A system dependent on busy and
sometimes sloppy officers to remember to carry out such follow through is also a recipe for
trouble.

Another source of potential error is that Flock’s cameras download fresh hit lists from the NCIC
only twice a day, which creates the possibility that the removal of a plate from the hotlist will
cause out-of-date alerts to be sent to law enforcement for up to 12 hours until the next update.

The accuracy problems with ALPRs have led to many incidents in which people have been
subject to traumatic treatment by law enforcement because of errors. And when law enforcement
comes running on high alert because technology has raised an alarm, those most likely to be
subject to such treatment — or worse — are Black people and members of other vulnerable
communities for whom even the most casual encounter with law enforcement can turn deadly.

When the only people running plates were police officers doing so manually and only when they
personally witnessed a suspicious vehicle, errors in law enforcement databases like the NCIC
occasionally had bad effects. But when plates are being run 500 million times a month, the
consequences of errors in those databases become greatly magnified. (For more on the problems
ALPR devices present see the ACLU’s 2013 report and this 2017 Electronic Frontier Foundation
page on the technology.)
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Beyond license plates

Flock does not plan to remain limited to ALPR cameras. Langley, its CEO, told IPVM that the
company is working on ideas for traditional camera products and sees “a ton of opportunity in
the traditional [surveillance] market.”

Already, the photos taken by Flock’s ALPR cameras capture more than just license plates; the
photos are used to create what the company calls a searchable “Vehicle Fingerprint.” Using a
“proprietary machine learning algorithm,” the company says, it gathers “vehicle make, type,
color, license plate, state of the license plate, covered plates, missing plates, and unique features
like roof racks and bumper stickers.” Presumably that would allow searches for all vehicles that
include a particular political bumper sticker, enabling people to be targeted based on the exercise
of their First Amendment-protected free expression rights.

If Flock applies its public-private business model and its camera technology to ordinary
surveillance cameras, it will be super-charging the spread of centralized police camera networks
and helping transform video surveillance from sporadic collections of cameras into truly
powerful dragnet surveillance tools.

The spread of such systems has been slow because of the expense involved — but Flock could
end that. In October 2021, | attended a security conference where security industry analyst and
publisher John Honovich of IPVM told attendees that Flock represents a new, disruptive business
model in the surveillance video industry. Outdoor cameras have always been orders of
magnitude more expensive than indoor cameras, he said, because they are so difficult to install;
running power and data lines to outdoor cameras is no easy feat, and they require costly
maintenance contracts.

Flock is focused on solving what has been a very hard problem of outdoor installations with a
new model based on three technologies that are rapidly improving: solar power, wireless
connectivity, and artificial intelligence. The rapid decline in the cost of solar power has made
solar cameras more economical, and wireless connectivity continues to improve as well. Most
significantly, perhaps, improving Al computer vision allows cameras to constantly monitor a
scene and only send data off the camera when the Al has determined that something of
significance has appeared. In the case of ALPR, that would be a vehicle driving by — but it
could be anything. Sending still photos or short clips of scenes identified as significant by Al
algorithms allows for the installation of large numbers of cameras without the strain on
bandwidth and storage capacities that full-motion video cameras often bring.

According to Honovich, “it’s clear that Flock will get much bigger,” and the company is “a
threat to any incumbent doing city-wide systems.” One officer says in a company promotional
video that police have even started using the company’s name as a verb — as in, “Have you
Flocked that tag yet?”
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Expanding analytics

In addition to looking at a move toward full-motion surveillance, Flock’s ambitions include
expanding its analytics offerings beyond ALPR. Already, for example, its system can carry out
what it calls “convoy analysis,” which involves doing proximity analyses to identify vehicles that
are near to each other at crucial times and therefore presumably associated with each other. And
in a sales video seen by Vice (apparently since removed from YouTube), the company said it can
detect people, cars, animals, and bicycles, a further indication of the company’s interest in
expanded video analytics.

The company has also announced a troubling expansion of its ALPR devices into audio
recording and analytics, unveiling an augmented version of its ALPR cameras called “Raven”
that purports to provide audio gunshot and “crime detection” as cloud services. This service will
use Al to attempt to identify the sounds of gunshots, screeching tires, breaking glass, and sawing
metal (to try to detect catalytic converter theft).

The Raven product raises questions about Flock’s direction as Al and machine vision continue to
improve. Today the company reads license plates and bumper stickers; tomorrow that could
expand to t-shirts and tattoos. And how long before it offers products claiming to be able to
visually detect guns, fighting, muggings, “aggression,” or “anomalous” behavior? All of these
and many more capabilities are currently being worked on by computer scientists. We discussed
this trend in more detail in our 2019 report on video analytics, but the long-term threat is that
millions of cameras will be turned into ever-watchful digital officers, never sleeping or distracted
but highly biased and error-prone, monitoring us constantly and ready to report us to our
neighbors or the authorities. Indeed, one of Flock’s marketing slogans makes this analogy
explicit, saying that its cameras “see like a detective.”

Flock has another product called “Wing” that allows police to scan through thousands of hours
of footage to extract vehicle “fingerprints” for searching — an extremely powerful new
surveillance capability. It can thus transform existing third-party cameras owned by police
departments into cameras that the company says can — yes — “see like a detective.” The power
of cloud Al analytics is that they’re not tied to any particular hardware.

Even more so than license plate recognition, other forms of Al are also notoriously brittle and
unreliable. It’s highly questionable how effective Flock’s Raven audio analytics service will be,
for example. The gunshot detection company ShotSpotter similarly uses microphones distributed
across a city to listen for gunshots, but mostly relies on human analysts to try to differentiate
between gunshots and other loud bangs — and even so, questions have been raised about
ShotSpotter’s false alarm rate and overall effectiveness. The number of false alarms triggered by
Raven will likely prove to be significant and perhaps dysfunctional.

And of course, Flock will want to access its customers’ cloud data in order to improve its Al, as
it says it is already doing with ALPR data. If and when the company moves into collecting live
video and other increasingly sensitive data, it will create a significant privacy issue as well.
Raven also raises significant legal issues due to wiretapping laws (see below).
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Flock is already building an unprecedented, public-private, distributed-yet-centralized
surveillance machine. All the risks posed by such a machine will only grow if the company
expands its offerings from ALPR to traditional surveillance cameras and to advanced new forms
of behavioral analytics.

Privacy practices

Flock constantly claims to be “privacy friendly” to try to disarm one of the primary obstacles to
its acceptance by communities. It says it doesn’t do face recognition, which is good (though that
wouldn’t stop an end-user police department from doing so once it had downloaded an image of
a person). For auditing purposes, it includes a data field in which police enter the reason for a
search, which is good. It also says it doesn’t sell or share ALPR data with third parties (other
than through its database service, which is part of what it is selling with its products), and only
retains plate data for 30 days. “With built-in 30-day data retention, everyone’s comfortable,”
Langley claims.

Everyone is not comfortable. An even shorter retention period would be better, but this system
would be far worse than it is if the retention period were longer. Still, given the scale of this
system, 30 days is a long enough window that it poses real privacy risks, especially if Flock
cameras continue to grow, providing an ever-more-detailed record of people’s movements.
People can engage in a lot of perfectly legal yet private behavior within 30 days — movements
that would reveal things about their political, financial, sexual, religious, or medical lives that
nobody in the police or in a company like Flock has a right to track. As discussed below, a
majority on the Supreme Court has explained that tracking a vehicle with GPS constitutes a
“search” for Fourth Amendment purposes even when the tracking only lasts 28 days. And the
court later held that obtaining seven days of location information about a person was a Fourth
Amendment “search,” too.

Whenever questioned about privacy, Flock executives mention these policies, as if that’s the end
of it. But it’s not the end of it; there are many other privacy implications of license plate
recognition in general, and Flock’s system in particular, that communities need to consider.
Flock may not sell its data but the company itself holds it. And as IPVM aptly put it, if the
company achieves its growth targets, “it will effectively become a gigantic private entity that is
performing public policing work.” The privacy protections Flock likes to tout are necessary but
not sufficient in a system playing that role at such a scale, and Flock’s products raise many
privacy issues that aren’t addressed by the privacy practices that they cite. And again, we have
no way of knowing whether Flock is following its stated policies, and it could change those
policies at any time.

A system of mass surveillance

Altogether, Flock’s ALPR network adds up to a system of mass surveillance — a system that
seems poised to expand beyond just license plate recognition. Mass surveillance systems have
long been feared by people who value open, democratic societies, and for good reason. The
ability to access a record of all our activities — even if just when we’re in public spaces —
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conveys the power to learn an enormous amount about our social, political, sexual, medical, and
religious lives. Mass surveillance simply gives too much power to those who control it. Such
power lends itself too easily to abuse, chilling people who might want to protest those in power
or otherwise exercise their freedom of expression, and generally casting a pall over people’s
freedom to live their lives without being watched.

Surveillance systems also tend to have a disproportionate impact on Black and Brown and other
historically disadvantaged communities. Often police departments install them
disproportionately in communities of color. The NYPD used ALPR devices to abusively surveil
mosques in the 2000s. And systems such as Flock’s enable the continuation and intensification
of patterns of policing such as those uncovered by the Department of Justice in Ferguson, Mo.
There, the DOJ found in a comprehensive report that the police department aggressively over-
enforced low-level, nonviolent “offenses” in communities of color (a pattern that has been found
across the nation, including in New York City, Minneapolis, Chicago, North Carolina,
Philadelphia, and Boston). In Ferguson and some other jurisdictions, low-level arrests were
intentionally used to extract payments to fill municipal coffers. This practice draws poor people
who can’t pay fines or who miss court dates into an escalating cycle of fees, fines, police stops,
and general entanglement with the criminal justice system, amplifying petty offenses into ruined
lives in a truly Dickensian dynamic. Many of those stops and fines involve automobiles, and a
dragnet ALPR surveillance system lends itself very naturally to supporting that kind of policing.

Legal analysis

The system that Flock has built and is building could have many bad effects, but does it violate
the law or Constitution?

The first question is whether the fact that people and/or their license plates are being
photographed in public means that there can’t be any legal violation of privacy. That claim does
not appear to be winning acceptance in the courts.

In a pair of cases involving police use of digital-age technologies to track or aggregate peoples’
locations and movements, the Supreme Court has explained that “individuals have a reasonable
expectation of privacy in the whole of their physical movements” because of the “privacies of
life” those movements can reveal. In United States v. Jones, a majority of the court wrote that
using a GPS tracker to follow a car’s movements for 28 days constitutes a Fourth Amendment
search, observing that the ability to “secretly monitor and catalogue every single movement of an
individual’s car for a very long period” raised serious concerns. More recently, the court held in
Carpenter v. United States that when police request seven days or more of a person’s historical
cell phone location information from a cellular service provider, a warrant is required. That’s
because of the “deeply revealing nature” of these digital location records, their “depth, breadth,
and comprehensive reach,” and the “inescapable and automatic nature of [their] collection.”
These rulings expressly rejected the argument that the public nature of the targets’ movements
meant they had no legally significant expectation of privacy.

Automated license plate readers raise the same concerns the court addressed in Jones and
Carpenter: they facilitate detailed, pervasive, cheap, and efficient tracking of millions of
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Americans in previously unthinkable ways. ALPR data can reveal private and sensitive details
about a person’s life — details that individuals reasonably expect to remain private — and
searches of ALPR databases by law enforcement to find evidence of criminal activity should
require a warrant. As the Massachusetts Supreme Judicial Court recently observed, “With
enough cameras in enough locations, the historic location data from an ALPR system ... would
invade a reasonable expectation of privacy and would constitute a search for constitutional
purposes.”

And what holds for ALPR cameras should also hold for any future mass-surveillance camera
systems that can track people in equivalent ways — for example, by using a centralized network
of public and private cameras combined with face recognition or other forms of video analytics
or biometrics.

The second question is whether Flock’s status as a private company affects this analysis — after
all, only the government is constrained by the Fourth Amendment. And in fact, in many contexts,
private actors have a right to take photographs that is protected by the Constitution’s First
Amendment. That right is not absolute, however; lawmakers, if they so choose, do have the
authority to regulate photography that interferes with Americans’ reasonable expectations of
privacy, such as in private spaces like restrooms or people’s homes. The deployment by private
parties of surveillance systems such as camera networks that track people across space and time
implicate similarly pressing privacy concerns.

But if lawmakers fail to enact such privacy protections, does the Constitution have anything to
say about a private company like Flock engaging in such surveillance? It might, if Flock were
acting in concert with police departments to the extent that courts would consider it a “state
actor.” In past cases, the Supreme Court has found private parties to be state actors (and therefore
subject to the Constitution and other laws that apply to the government) where:

e Private parties perform public functions that have traditionally and exclusively been
performed by the government.

e The government influences and encourages the performance of private actions.

e The government and a private actor enter into a “joint enterprise” or “symbiotic
relationship” or become “pervasively entwined” with each other.

This body of law prevents the government from evading its constitutional responsibilities by
delegating power to and hiding behind private entities. In the ACLU’s recent successful
challenge to the City of Baltimore’s persistent aerial surveillance program, the City did not even
dispute that the third party surveillance vendor conducting its surveillance operations was a state
actor under the relevant law. Given Flock’s actual entanglement and symbiotic relationship with
law enforcement, there would at a minimum be a plausible case that Flock fits this definition and
that its ALPR services — and potentially other mass-surveillance services such as a Raven audio
recording network or other future offerings — are therefore constrained by constitutional privacy
rights.

State laws are also relevant in assessing the legality of ALPR deployments. Sixteen states have
passed statutes regulating ALPR devices. A few state laws regulate or ban certain private uses of
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ALPR, which would of course directly affect the legality of Flock’s business model in those
states. But most of the state laws regulate how law enforcement uses ALPR. California, for
example, bans state police departments from sharing ALPR data with out-of-state and federal
agencies, but a number of departments are violating the law. (The ACLU of Northern California
is suing over this violation.)

State constitutions, many of which have stronger privacy protections than the federal
Constitution, may also impose limits on private surveillance business models such as Flock’s.
Some state constitutions, such as California’s, also place more limits on private actors.

A major question this raises is whether any police departments are using their reliance on this
private company to do an end run around these laws. Judges in Virginia, for example, ruled that a
Virginia privacy law (which says that personal information “shall not be collected” by state
agencies “unless the need for it has been clearly established in advance”) bars police from
collecting and storing ALPR data outside of a specific investigation. But if the State Police were
accessing Flock’s ALPR database without considering themselves as “collecting” the data held
by Flock, that would represent an evasive end-run around the intent of Virginia’s law.

Raven

Aside from threatening to expand daily surveillance in American life from video to audio
monitoring, Flock’s Raven gunshot detection product also raises significant legal questions.
While the United States has millions of video cameras in public places, very few of them include
microphones, and there’s a good reason for that. It’s not because mics are expensive or difficult
to install, but because our wiretapping laws make it legally problematic to audio record people in
public places. Laws in all the states and federal law make it illegal to record a conversation
where the recording party is not a participant — and some state laws require the permission of all
participants in a conversation. ShotSpotter’s microphones have survived scrutiny on this score
partly because most of its mics are placed high above street level, where they can better hear
gunshots and be shielded from everyday sounds. Those mics are also very narrowly targeted
toward listening for gunshots, and there is no important privacy interest when it comes to the
sound of gunshots in a city. Even so, we and other privacy advocates have been very wary about
ShotSpotter’s product on that score.

But Flock’s audio sensors, which come packaged with the license plate readers, are placed close
to the ground so the ALPR can see vehicles, and are therefore much more likely to pick up
conversations. They also extend their monitoring beyond loud percussive noises to other noises
that are much more likely to be a regular part of human life. By listening for a broader variety of
more ambiguous sounds, Raven is more likely to accidentally record conversations. And in the
rich and complicated lives we lead, people might have good reasons to break glass, or saw metal,
or make screeching sounds — not to mention other noises that might be mistaken for those
sounds by the Al — and shouldn’t have to worry about police arriving on the scene every time
they do so.

Just recently my neighbor was bringing home groceries and dropped and shattered a glass bottle
in her driveway. I found myself thinking about Flock’s product and how glad I was she didn’t
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have to worry about the police showing up — something that, again, poses particular dangers for
people of color.

Recommendations for Public-Private Surveillance Systems

Our nation should not permit the construction of any mass-surveillance systems, including
through private-public law enforcement systems such as that being built by Flock. Legislators
should enact rules governing ALPR along the lines of the recommendations we laid out in our
2013 report, and extend them to private actors working closely with law enforcement.
Policymakers should include the following updates to account for the changing landscape:

e Given the increasing regional and national reach of ALPR systems, any non-hit data they
collect should be permitted to be held only for very short periods. New Hampshire state
law is a good model; it requires that where there is a hit, ALPR data “shall not be
recorded or transmitted anywhere and shall be purged from the system within 3 minutes
of their capture.” That policy allows the devices to be used to search for wanted vehicles
but prevents the creation of dragnet location tracking databases. Retention periods of 30
days are too long for surveillance systems with a breadth and scope of any significance.

e No hot lists should be used unless they are certified by independent auditors as meeting
the highest standards of due process (allowing people a meaningful way to have
themselves or their vehicles removed including through adjudication by a neutral arbiter),
legitimacy (being based only on individualized suspicion, and not being based on First
Amendment-protected activity, for example), and reliability (including those standards
imposed by the Privacy Act of 1974, a standard that the NCIC does not currently meet).

e Law enforcement agencies should not share license plate reader data with third parties
that do not conform to the above principles and should be transparent regarding with
whom license plate reader data is shared.

e Communities and their elected representatives should be especially hesitant to embrace
networked surveillance cameras. Before investing in a partnership with Flock they should
do some very careful legal analysis in light of the Supreme Court’s Carpenter decision.

e Communities that have not yet enacted a CCOPS ordinance should not permit the police
that serve them to deploy surveillance devices without first receiving approval from the
city council or other elected governing body. The decision-making process around
whether to deploy surveillance technology should be transparent and open to public input
and debate.

Businesses, community associations, and other private parties should consider the following
when evaluating or deploying this technology:
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Private institutions should, at a minimum, think long and hard about whether they truly
need ALPR or other dragnet surveillance devices, especially where vendors allow law
enforcement — local and not — to search the data collected by any such devices.

Private institutions should not use ALPR or other dragnet surveillance devices unless
they disclose that fact to their customers, residents, or others subject to the surveillance.

Housing and community associations that adopt such systems should ask sharp questions
about their deployment such as: Who will have access to the data that is collected about
you, your family, and friends or other visitors? Will there be any restrictions on the
purposes for which data is accessed, or with whom it is shared, or can those with access
browse through the data whenever they want? How will requests for access by residents,
non-residents, those accused of wrongdoing, media outlets, or others be handled? Is there
any logging of access to the data, or other mechanisms for enforcing rules about sharing
and access?

Any associations that create their own hotlists should do so only in conformance with the
principles above that are applicable to government hot lists. They should also create and
publish policies people driving throughout the community can read and understand.

Conclusion

Flock is pushing the adoption of surveillance devices by private parties and folding them into a
larger, centralized network that is fast becoming a key policing infrastructure, all while pushing
to expand beyond license plate recognition to other forms of Al machine vision and
simultaneously making it much easier to install and connect outdoor cameras. If successful, the
convergence of these trends — whether under the aegis of Flock or other companies — threatens
to bring an entirely new level of surveillance to American communities, where it will further
undermine Americans’ privacy, disproportionately harm historically disadvantaged communities,
and generally shift power to the government from the governed in our nation.

HiH
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